Treasury and Trade Solutions

INnternal Fraud

What is it?

Internal Fraud occurs when a Board Director, current

or former employee or a directly contracted third party
commits fraud, colludes to commit fraud or otherwise
enables or contributes to fraud. Internal Fraud is relatively
rare but organizations of all sizes must remain vigilant in
order to mitigate such an event.

Internal frauds can relate to a variety of (combined) events:

* Fraudulent Invoices and Purchase Orders
+ Benefit Abuse
+ Change of Account Detail Requests

+ Misappropriation of Cash Receipts

Best Practices:
M Instruct all staff to report all suspicions

v Staff should be aware of the process for reporting any
suspicious activity

www.citibank.com/tts

[ Each department in your organization should have
risk-based controls in place

vl Staff should not process any requests until they have
verified the legitimacy

Red Flags:

& A colleague displaying an abuse of position or asking
employees to circumvent procedures

X Questionable close relationships between staff and
vendors

& Any employee or manager refusing to take vacations
Xl Reluctance to share work duties

% Changes in behavior such as increased defensiveness

This communication is provided for informational purposes only and may not represent the views or opinions of Citigroup Inc. or its affiliates (collectively, “Citi"),
employees or officers. The information contained herein does not constitute and shall not be construed to constitute legal advice by Citi. Citi makes no representation
as to the accuracy, completeness or timeliness of such information. This communication and any documents provided pursuant hereto should not be used or relied upon
by any person/entity (i) for the purpose of making regulatory decisions or (ii) to provide regulatory advice to another person/entity based on matter(s) discussed herein..

© 2022 Citibank N.A. All rights reserved. Citi and Citi and Arc Design are trademarks and service marks of Citigroup Inc. or its affiliates and are used and registered
throughout the world. Citibank, N.A. is incorporated with limited liability under the National Bank Act of the U.S.A. and has its head office at 399 Park Avenue, New
York, NY 10043, U.S.A. Citibank, N.A. London branch is registered in the UK at Citigroup Centre, Canada Square, Canary Wharf, London E14 5LB, under No. BRO01018,
and is authorised and regulated by the Office of the Comptroller of the Currency (USA) and authorised by the Prudential Regulation Authority. Subject to regulation
by the Financial Conduct Authority and limited regulation by the Prudential Regulation Authority. Details about the extent of our regulation by the Prudential
Regulation Authority are available from us on request. VAT No. GB 429 6256 29. Ultimately owned by Citigroup Inc., New York, U.S.A.

cbs36125 01/22



