
PREVENTION!
WHEN IT COMES TO CYBER RESILIENCE, RESPONSIBILITY RESTS WITH A FIRM’S 
BOARD. ALL BOARD MEMBERS SHOULD BE FAMILIAR WITH THE RISKS OF CYBER
BREACHES, WITH AT LEAST ONE BOARD MEMBER TAKING RESPONSIBILITY FOR 
THE FIRM’S CYBER RESILIENCE PROGRAMME.

ATTACK!
ACCORDING TO THE UK NATIONAL CYBER SECURITY CENTRE THERE ARE FOUR
STAGES TO A CYBER ATTACK:

Authentication is the process by which a 
system confirms that a person trying to 
access it is allowed to do so. Most systems 
rely on a combination of one  
or more of the following elements:

» A thing you know.

» A thing you have.

» A physical attribute (e.g. fingerprint).

SINGLE-FACTOR AUTHENTICATION (1FA)  
is probably the way you log into your 
computer at work, combining, for 
example, a user ID and a password  
(two things you know).

TWO-FACTOR AUTHENTICATION (2FA)  
is becoming more common in the 
workplace and will use a thing you know 
(a user ID and password) and a thing you 
have (a remote key that generates a unique 
code) or a thing about you (a fingerprint). 
Getting cash from an ATM, which requires 
a PIN (the thing you know) and a card 
(the thing you have) is an example of 2FA.

THREE-FACTOR AUTHENTICATION (3FA)  
uses all three elements, for example,  
an ID and password (the thing you know) 
and a unique physical key (a USB stick  
— a thing you have) with a fingerprint 
scanner (to verify the physical attribute).

WHAT BOARDS NEED TO KNOW IN 
THE EVENT OF A CYBER BREACH . . .

1 How did the firm learn about the breach? Was it notified 
by an outside agency or was the breach found internally?

2 What was affected by the breach? Was anything stolen?

3 Does the breach require prompt disclosure to authorities?
If so, is the firm’s legal team prepared for such notifications?
Who else should be notified about this breach?

4 What steps are being taken by the response team to 
ensure the breach is under control and the hacker no 
longer has access to the firm’s internal network? Is the 
crisis response plan working as planned?

5 Does the firm believe the hacker was an internal or 
external actor?

6 What weaknesses in the firm’s system allowed the 
breach to occur and what steps can the firm take to 
make sure this type of breach does not happen again?

CONFIDENTIALITY which is about ensuring the protection 
of data by preventing it from getting into the wrong hands.

INTEGRITY which comprises the accuracy, trustworthiness 
and validity of information. In other words, the processes  
and procedures that need to be in place to prevent changes 
to data, either in error or on purpose. 

AVAILABILITY as information must be accessible to authorised 
personnel whatever the circumstances, an incident response 
plan must be in place to ensure operational continuity, should  
the worst happen and a firm’s systems are breached.

PEOPLE who are typically the weakest links, must be aware of 
their role in preventing and reducing cyber threats. Effective 
cyber security training can help reduce the risk of cyber 
threats aimed at exploiting people.

PEOPLE are also your first line of defence, so board members, 
supported by specialised technical cybersecurity staff, need 
to be aware of cyber security risks and of the plans in place to 
mitigate their impact. Cyber security staff need to keep up to 
date as those who don’t affect a firm’s ability to respond to 
and defend against attacks. 

PROCESSES AND PROCEDURES are crucial in defining how 
a firm’s activities, roles and documentation are used to mitigate 
cyber risks. Cyber threats change constantly so processes and 
procedures need to be adaptable and continually reviewed.

TECHNOLOGY is the means to cyber security breaches, but it is 
also a potential solution to them. Once a firm identifies the risks it 
faces, it can put in place the technologies to mitigate threats.

» PHISHING is sending emails to people asking for 
sensitive information (such as bank details) or 
encouraging them to visit a fake website – around 135 
million phishing attacks are attempted every day.

» SPEAR-PHISHING is a personalised and targeted 
version of phishing. Here threat actors use social 
engineering to present themselves as trusted individuals 
or information sources as it is often easier to exploit an 
individual’s weaknesses than a system’s.

» DENIAL-OF-SERVICE (DOS) attacks aim to flood 
a target with fake requests, so as to exhaust server 
resources, whereas distributed denial-of-service
(DDoS) attacks are launched from multiple devices, 
distributed across the internet and are generally harder 
to deflect due to the volume of devices involved. Each 
can be used as a smokescreen while threat actors 
conduct more invasive attacks in the background.

» MALWARE is malicious software designed to be harmful 
to a computer user and could include spyware (programs 
that spy on your online activities), viruses (programs that 
corrupt other programs) and Trojan horses (programs 
that look OK but hide something nasty).

» RANSOMWARE is malware that takes the victim’s 
computer hostage by making it unusable and 
demanding payment to release it.

» CLONING/WATER HOLING involves setting up a fake
website or compromising a real one to exploit visiting users 
— like a crocodile in a water hole, waiting for a thirsty buffalo, 
threat actors wait for unsuspecting users to visit the 
affected website where they attack either through stealing 
information or injecting malware into the user’s systems.
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CYBER CRIMINALS’ TOOLKIT
Threat actors employ a wide range of tools to meet their objectives:

There are many resources available to board members to help them understand cyber threats and assess how prepared 
their firms are for them. Board members aren’t expected to be cyber resilience experts, but they need to be able to ask the 
right questions and know when they are getting the wrong answers. 

RESOURCES:
» NCSC: Cyber Security Toolkit for Boards

» FCA: Cyber Security — Industry Insights

» IA: Building Cyber Resilience in  
Asset Management

» NASAA: Cybersecurity Checklist  
for Investment Advisors

» The Pensions Regulator: Cyber Security  
Principles for Pension Schemes

» IOSCO: Cyber Task Force — Final Report

DEFENCE! 
IT IS ALMOST IMPOSSIBLE TO PREVENT A CYBER ATTACK, BUT THERE ARE STEPS 
THAT FIRMS CAN TAKE TO ENSURE THEY UNDERSTAND THE THREATS AND PUT 
MEASURES IN PLACE TO DEFEND AGAINST ATTACKS. THESE STEPS SHOULD COVER . . .

GOVERNANCE

» What kind of expertise about 
cyber security exists on the 
board of directors?

» Does the board understand  
the firm’s total risk exposure 
from a cyber attack perspective 
(e.g. financial, third parties, 
legal, customer risk, reputation), 
including cyber insurance 
coverage?

» Does the board have access to 
independent experts?

RISK ASSESSMENT

» Does the firm have a robust,  
well documented programme  
to monitor the exposure and 
report on cyber risks?

» How frequently are cyber 
security risk assessments 
conducted (quarterly, 
annually, etc.)?

» How does the firm evaluate the 
effectiveness of its cyber risk 
programme?

OUTSOURCING

» What has the firm done to protect 
itself against third-party cyber risks?

RISK MITIGATION

» What authentication methods are 
used to control access to systems 
and data?

» What training does the firm have 
in place for employees?

TESTING

» Does the firm perform 
vulnerability assessments  
and/or penetration tests?

RESPONSE

» How many times was the firm the 
target of an attack during the past 
year, and how far did the most 
serious attack reach in the system?
Were communication and escalation 
procedures followed?

FINANCIAL IMPACT

» Has the firm assessed the potential 
financial impact of an interruption 
caused by a cyber attack? Is it 
possible to quantify the impact?

» International Standards:  ISO 27001  
and ISO 27002

» ECB: Cyber resilience oversight 
expectations for financial market 
infrastructures

» World Economic Forum: Advancing  
Cyber Resilience - Principles and Tools  
for Boards
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