Treasury and Trade Solutions

Confidentiality and

Data Privacy Conditions
YMOBUW NPO KOHPiAeHUINHICTb
Ta CEeKPETHICTb AaHUX

1. Introduction 1. Bctyn
Lli yMOBW («YMOBU») BU3HAYaKTh, AKUM YNHOM
KOXXHa CTOPOHa MOXe BUKOPUCTOBYBaTK Ta
NOBUHHAa 3axmLaT KoH}igeHLUinHY iHpopMaLiito
iHLLIOT CTOPOHM (BK/IHOYAOUM NepCoHabHi faHi)
Yy 3B'A3KY 3 HaZlaHHAM BaHKOM Ta OTpUMaHHAM
i BUKOPUCTaHHAM KNiEHTOM paxyHKiB Ta iHLLINX
NPOAYKTIB i MOCAYT, MOB'A3aHNX Y/ HEeNOB'A3aHNX
3 paxyHKOM (pasoM - «Mocnyruy). <baHk» mae

These conditions (“Conditions”) explain how each
party may use, and must protect, the other party’s
Confidential Information (including Personal Data)
in connection with the provision by the Bank, and
receipt and use by the Customer, of accounts and
other products and services, whether or not account-
related (collectively, “Services”). “Bank” has the
meaning specified in the terms and conditions which

incorporate or otherwise reference these Conditions.

Protection of Confidential Information

2.1 Definitions.

“Confidential Information” means information (in
tangible or intangible form) relating to the disclosing
party and/or its affiliates (including any entity that
directly or indirectly controls, is controlled by or is
under common control with, a party), branches or
representative offices (collectively, “Affiliates”) or
their respective Representatives or Owners, that

is received or accessed by the receiving party or

its Affiliates or their respective Representatives

in connection with providing, receiving or using
Services. “Confidential Information” includes
Personal Data, information relating to the Bank’s
products and services and the terms and conditions
on which they are provided, technology (including
software, the form and format of reports and online
computer screens), pricing information, internal
policies, operational procedures, bank account
details, transactional information, and any other

3HaYeHHSs, HaBeJeHe B yMOBaXx, siki BKJIloUaloTh B
cebe Ui YMOBYV ab0 MiCTATb NOCUIAHHS Ha HUX.

3axucT KoHPigeHUiHOI iHpopmauii
21 Bwu3HauyeHHs.

«KoHdigeHUiliHa iHpopMmaLis» o3Havae
iHpopmaLuiito (y MaTepianbHii abo HemaTepianbHii
dopmi), AKa Ma€ BiiHOLLIEHHSA A0 CTOPOHMU, AKa
3/iiCHIOE PO3KPUTTA, Ta/abo ii adininosaHnx

0Ci6 (BK/ItOYatouM byab-siKy OpraHisaLito, sika
6e3nocepejHbL0 abo onocepeAKOBaHO KOHTPOJIIOE,
KOHTPONETLCA abo nepebyBaEe Nig CNiibHUM
KOHTPO/IEM 3i CTOPOHO10), Giniii UM NpesCTaBHULTB
(pazom - «AdinirioBaHi 0cob1»), ab0 iXHiX
BiAnoBigHMX NpeacTaBHUKIB UM BnacHuKIB, Ky
OTPUMYE CTOPOHAa-0AepXXyBay abo ii Ad ininosaHi
0cobu, abo ixHi BiANOBIAHI NpeaCcTaBHUKMY,

abo 10 K0T BOHW MatoTh AOCTYN Y 3B'A3KY 3
HaZaHHAM, OTPUMAaHHAM Y BUKOPUCTAHHAM
Mocnyr. «KoHigeHUiHa iIHpopMaLiis» BKAOYAE

B cebe nepcoHanbHi AaHi, iHpopmauito, sika Mae
BifJHOLLEHHS A0 NPOAYKTIB Ta Nocayr baHky,

i YMOBW, Ha IKMX BOHU HaJatoTbCs, TEXHOOTi0
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information, in each case that: (i) is designated

by the disclosing party as confidential at the time

of disclosure; (ii) is protected by applicable bank
secrecy (i) a reasonable person would consider to be
of a confidential and/or proprietary nature given the
nature of the information and the circumstances of
its disclosure.

“Owner” means any natural person or entity (or its
branch) that: (i) owns, directly or indirectly, stock of,
or profits, interests or capital or beneficial interests
in, a party; or (ii) otherwise owns or exercises control
over a party directly or indirectly through ownership,
controlling interest or any other arrangement or
means, including: (a) a person who ultimately has a
controlling interest in, or who otherwise exercises
control over, a party; or (b) the senior managing
official(s) of a party.

“Representatives” means a party’s officers,
directors, employees, contractors, agents,
representatives, professional advisers and Third
Party Service Providers.

2.2 Protection. The receiving party will keep the
disclosing party’s Confidential Information
confidential on the terms hereof and exercise
at least the same degree of care with respect
to the disclosing party’s Confidential
Information that the receiving party exercises
to protect its own Confidential Information
of a similar nature, and in any event, no less
than reasonable care. The receiving party
will only use and disclose the disclosing
party’s Confidential Information to the extent
permitted in these Conditions.

2.3 Exceptions to Confidentiality.
Notwithstanding anything in these Conditions
to the contrary but subject to Data Protection
Law, the restrictions on the use and disclosure

(BkNtOYaOUM NporpamMHe 3abesneyeHHs, Gopmy

i dopmar 3BIiTIiB, Ta ekpaHN KOMM'OTEPa B PeXUMI
«OHalH»), iHpopMaLLito NPO LiHW, BHYTPILLHIO
noniTMKy, onepawiriHi npoueaypw, peksisntn
6aHKiBCbKOro paxyHky, iHpopmaLiito npo onepatii
Ta 6yAb-aKy iHLWY iHpopMaLiito, siKa, Y byAb-aKoMy
BUMaAKY, (i) BU3Ha4YeHa CTOPOHOLO, Ska 3/iMiCHIOE
PO3KPUTTH, AK KOH}iAeHLiNHa Nif Yac pO3KPUTTS,
(ii) 3axumLLeHa BiaNoBigHOW 6aHKIBCbKOH
TaeEMHMLeto abo iHLMMM 3aKOHaMK Ta HOPMaMMU,
abo (iii) BU3Ha4eHa 0coboto B AKOCTi KOHiAeHLiAHOT
Ta/abo NpYBaTHOI, BPaxoBYyUM XxapakTep
iHpopMmaLii Ta 06CTaBUHM i1 PO3KPUTTS.

«BnacHuk» o3Ha4vae 6yab-saKy ¢isnyHy abo
topuAMYHY ocoby (abo ii dinito), saka: (i) Bonogie
6e3nocepeiHbO YK ONocepesKOBaHO akLiamuy,
npunbyTkamu, YacTkaMu abo Kanitanom, um
6eHediliapHMM YacTKaML iHLLOT CTOPOHWU,
a60 (ii) IHWMM YAHOM BOMIOZIE YN 34iAICHIOE
KOHTPOJIb Haj CTOPOHO 6e3nocepeHbO abo
ornocepeAKOBaHO Ha NpaBax BNACHOCTI, Yepes
KOHTPO/IbHWI NakeT abo 6yAb-AKUM iHLLM
UYMHOM, BK/IKOUaoUK (a) 0coby, aka BpeLuTi pewuT
Ma€ KOHTPObHNIA NakeT, abo AKa iHLWNM YNHOM
3/iICHIOE KOHTPO/Ib HaZ, CTOPOHOIO, abo (b)
KepiBHMKa (KepiBHMKIB) TaKOl CTOPOHMU.

«MpeAcTaBHNKW» O3HaYa€E NOCAS0BUX OCI6,
AVPEKTOpIB, CMiBPOBITHUKIB, NiAPAAHNKIB, areHTIB,
npeAcTaBHYKIB, MPOpeCciiHNX pajHWKIB CTOPOHM Ta
nocTayaibHNKIB MOCAYr-TpeTix oci6;

2.2 3axwucT. Ogepytoua cTopoHa 3bepiratnme
KoH}igeHUinHy iHdopMaLito po3kprBato4oi
CTOPOHU KOH®IAEHLiHO BiANOBIAHO
[0 LunX NpaBu i 3acTocoByBaTUMe
NMPUHANMHI TON caMnii piBeHb 3aXUCTY
cTocoBHO KoHdigeHuiiHOT iHpopmauii
PO3KPMBaKOUOi CTOPOHW, KM OfepXKytoya
CTOPOHA 3aCTOCOBYE A/ 3aXUCTY BAACHOI
KoHoigeHuiriHoi iHpopMmaLii aHanoriuHoro
XapakTepy, i, y 6yAb-AKoMy BUMaAKY, 3
He MeHLLOK PO3YMHOI 06epeXxHICTHo.
Opaep>xytova CTOPOHa BMKOPUCTOBYBaTMMe Ta
po3skpuBaTMMe KoHigeHUiNHY iHpopmaLiito
CTOPOHMU, KA 34iACHIOE PO3KPUTTS, A0 Ti€l
Mipw, L0 SKOT Lie 03BOJIEHO B LIX YMOBaXx.

2.3  BuHATKW. He3Baxaroun Ha byab-siKi
MONIOXEHHS LiX YMOB MPO NPOTU/IEXHE, ane 3a
YMOBU JOTPUMAHHS 3aKOHY MPO 3aXUCT JaHNX,
0bMeXeHHS Ha BUKOPUCTaHHSA Ta PO3KPUTTS
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of Confidential Information in these
Conditions do not apply to information that:
(i) is in or enters the public domain other than
as aresult of the wrongful act or omission

of the receiving party or its Affiliates or their
respective Representatives in breach of these
Conditions; (i) is lawfully obtained by the
receiving party from a third party, or is already
known by the receiving party, in each case
without notice of any obligation to maintain it
as confidential; (iii) is independently developed
by the receiving party without reference to the
disclosing party’s Confidential Information; (iv)
an authorized officer of the disclosing party has
agreed in writing that the receiving party may
disclose on a non-confidential basis; or (v) has
been anonymized and/or aggregated with other
information such that neither the Confidential
Information of the disclosing party nor the
identity of any Data Subject is disclosed.

3. Authorized Disclosures

3.1 Definitions.

“Bank Recipients” means the Bank, Bank Affiliates
and their respective Representatives.

“Payment Facilitator” means a third party that
forms part of a payment system infrastructure or
which otherwise facilitates payments, including
without limitation: communications, clearing
and other payment systems or similar service
providers;intermediary, agent and correspondent
banks; digital or ewallets or similar entities.

“Permitted Purposes” means in relation to a party’s
(or its Affiliates’ or their respective Representatives’)
use of the other party’s (or its Affiliates’ or their
respective Representatives’) Confidential
Information:

(A) To provide, or to receive and use, the Services
in accordance with their respective terms and
conditions and to undertake related activities,
such as, by way of non-exhaustive example:

KoHigeHuiHOT iHpopMaLii He 3aCTOCOBYOTLCSA
Jo: iHpopmauii, wo: (i) € abo cTae nybnivHoO
6e37i91bHOCTi 0fepXXyryoi CTOpoHM abo i
AdiniioBaHMX 0Ci6 UK iX yrmoBHOBaXKeHUX
MpeAcTaBHMKIB CTOCOBHO MOPYLLUEHHS LINX
YMOB; (ii) € 3aKOHHO OTPMIMaHOIO OZEepP>KYHYHO
CTOPOHOIO Bif, TPETBbOI CTOPOHW UK BXE €
BiZIOMOIO OZlepXKyHOUii CTOPOHI Y 6yAb-AKoMy
BMNazAKy 6e3 noBigoMaeHHs npo byab-ske
3060B'A3aHHs 36epirat it KOHPIJEHLINHICTD;
(iii) 6yna He3anexHo po3pobieHo
0/lepP>KYoUO0H0 CTOPOHOIO 63 NOCUIaHHS Ha
KoHpigeHLiHY iHpopMaLiito po3KpmBaKyoi
CTOPOHW; (iv) By10 MMCbMOBO MOrOAXXeHO
YMOBHOBAaXeHO0 CNy>60BO 0C06010
PO3KPKMBaKOYOI CTOPOHW, L0 Ofep>Kyro4a
CTOPOHa MOXe PO3KpUTK TaKy iHpopmMaLliito Ha
HeKOH®IAEHLiNHIA OCHOBI; UK (V) CTAaHOBUTb
aHOHIMHI Ta/abo 36ipHi AaHi pa3oM 3 iHLLIO
iHbopMaLli€to, NPW AKil He PO3ro/OLLYETLCS

Hi KoHdigeHUiliHa iHpopmaLis po3kpuBaro4oi
CTOPOHWU, aHi 0coba byab-sikoro Cyb'ekTa aHNX.

3. BVIna,U,KI/I AO3BOJIEHOIO PO3KPUTTA
3.1 Bwu3HauyeHHSx.

«Opep>xyBadi baHKy» 03Hauae baHk, AdiniioBaHmnx
0cCi6 6aHKy Ta ixHiX BignoBigHMX MMpeAcTaBHMKIB.

«0co6a, AKa cNpUSsE NaaTeXKam» 03Ha4ae TPeTLo
0C0bYy, ika CTaHOBUTb YaCTUHY iIHGpPaCTPYKTYypu
NAaTixXHOT cucTemMm abo fka iHLLIMM YAHOM

CNpUVSIE NAaTexam, BKAYa4vm 6e3 obMexeHHs
nocTayanbHKIB MOCAYT 3B'A3KY, KNiPUHIOBUX Ta
IHLIMX NAaTKHUX cMcTeM, 6aHKiB-MocepesHNKIB,
6aHKiB-areHTiB Ta 6aHKiB-KOPeCrnoHAEeHTIB, LNPPOBI
ab0 eneKkTPOHHI raMaHL,i, Yn NoAibHI opraHisauii.

«/[]03BOIEHI LiNi» 03Haya€E Nno Bi4HOLLEHHIO A0
BUKOPUCTaHHA CTOPOHOO (260 iT AdiniioBaHMM
ocobamu, Y iXHIMK BiANOBIAHMU NpeacTaBHUKaMM)
KoHdigeHUiriHOI iHpOpMaLiT iHLLIOI CTOPOHMU

(@60 T AdiniioBaHMX 0Ci6, Ym iXHiX BigNoBiAHNX
MpeacTaBHUKIB):

(A) ;s HagaHHS abo OTPUMAHHS Ta BUKOPUCTaHHSA
MocAyr 3rigHo 3 IXHIMW Bi4MNOBIAHNMN YMOBaMU

Ta ANS NpoBajXeHHs BiANOBIAHOT AiNIbHOCTI,
30KpeMa, ane He BUKJIHOYHO:
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(1) To fulfill applicable domestic and foreign
legal, regulatory and compliance requirements
(including know your customer (KYC) and anti-
money laundering (AML) obligations applicable
to a party and/or its Affiliates) and to otherwise
make the disclosures specified in Condition 3.3
(Legal and regulatory disclosure);

(2) To verify the identity or authority of a party’s
Representatives who interact with the other
party;

(3) Forrisk assessment, information security
management, statistical, trend analysis and
planning purposes;

(4) To monitor and record calls and electronic
communications with the other party for quality,
training, investigation and fraud and other crime
prevention purposes;

(5) For fraud and other crime detection,
prevention, investigation and prosecution;

(6) To enforce and defend a party’s or its
Affiliates’ rights; and

(7) To manage a party’s relationship with

the other party (which may include the Bank
providing information to the Customer and its
Affiliates about the Bank’s and Bank Affiliates’
products and services);

(B) To make disclosures to third parties to whose
accounts the Customer instructs the Bank or
Bank Affiliates to make or receive a payment from
an account, or to enable such third parties to
perform payment reconciliations;

(C) To make disclosures to Payment Facilitators
and to the Bank’s and Bank Affiliates’ Third Party
Service Providers in connection with the provision
of the Services;

(D) To make disclosures to, and to obtain
information from, credit information bureaus,
credit rating agencies, central banks or other
bodies in connection with risk-based analysis

(1) ANA BUKOHAHHSA 3aCTOCOBYBAHUX
BITUM3HAHUX Ta IHO3EMHUX BUMOT
3aKOHOZaBCTBAa, PerynaTopHUX HOPM Ta BUMOT
040 BiANOBIAHOCTI (BK/IFOYAKOUV BUBUYEHHS
B/lacHOi KNieHTypwm («KYC ») Ta 3060B'A3aHHSA
wozo 60poTL6M 3 BiAMUBAHHAM KOLUTIB
(«AML»), fIKi 3aCTOCOBYIOTLCHA 10 CTOPOHW Ta/
a6o i AdinirioBaHunx ocib) i Ana 3aiACHEHHS
iHLLMM YMHOM PO3KPUTTS, HaBeAeHoro B n. 3.3
(FOpuanyHe Ta HOpMaTUBHE PO3KPUTTSA);

(2) ansa BepudikaLiii ocobu abo nepesipku
NoBHOBaXeHHS MpeACTaBHUKIB CTOPOHM, AKi
B3AEMO/IOTb 3 iHLLOI CTOPOHOIO;

(3) 4N OLIHKM pU3KKY, yNpaBliHHSA
iHpopMmaLifiHOtO 6e3MeKoto, CTaTUCTUYHOrO
aHanisy, aHanisy TpeHAiB i B LinAX nnaHyBaHHS;

(4) AnA MOHITOPUMHIY Ta 3anuncy A3BiHKIB Ta
e/1IeKTPOHHWX NOBiAOM/NEHb iHLLOI CTOPOHM

y Linax 3abesneyeHHs SKOCTi, HaBYaHHS,
po3cniAyBaHHSA Ta 3anobiraHHA LWaxparcTBy Ta
iHLUWM 3/104MHAM;

(5) 4Na BUSIBNEHHS LWaxXpancTBa Ta iHWNX
3/104MHIB, ANS 3aN06iraHHSA iM, ANS IXHbOTO
po3cnifyBaHHA Ta nepecnifyBaHHSA 3@ HUX;

(6) ANnA NPUMYCOBOIro 3aCTOCYBaHHSA Ta 3aXUCTY
npas cCTOpoHW abo ii ApiniioBaHunx ocib, i

(7) ansa ynpaBniHHA BiAHOCMHAMU CTOPOHN

3 [HLIOK CTOPOHOIO (Lie MOXe BKAtYaTu B
cebe HagaHHA baHkoM iHopmauii KnieHTy Ta
noro AdininoBaHM ocobam Npo NPOAYKTWN Ta
nocnyru baHky Ta AdiniioBaHunx ocié baHky);

(B) 419 pO3KPUTTA TPETiM 0cobaM, Ha paxyHKun
Aknx KnieHT Hagae baHky abo AdinirioBaHM
ocobam baHKy BKasiBKy 34ilicHUTK abo oTpumaTun
naaTix 3 paxyHky abo 415 Toro, Wwob Taki TpeTi
0CO6Y MOIN 34iliCHI0OBaTN 3BipPKY PO3PaxyHKiB;

(C) ansa po3kpuTTa iHpopMmauii Ocobam, sKi
CNpUSIOTL NiaTexam, Ta IHWKM nocTavanbHNKam
nocnyr sik camoro baHky, Tak i noro AdinirioBaHmx
0Cib y 3B'A3KY 3 HagaHHAM [ocayr;

(D) ansa po3kpuTTa iHPopMaLlii 61opo KpeanTHOI
iCTOpIiii, KPeAUTHUM areHuisiM, LieHTpanbHUM
6aHkam abo iHLWMM OpraHaMm y 3B'A3Ky 3 aHani3oM
Ha OCHOBI OLiHKM PU3VIKIB Ta pilUeHHAMN baHKy
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and decisions by the Bank or where such
disclosures are otherwise required by applicable
law or regulation;

(E) To make disclosures to the disclosing party’s
Affiliates and third party designees;

(F) In connection with the provision of products
and services (including supporting the opening of
accounts) by the Bank and Bank Affiliates to the
Customer’s Affiliates; and

(G) For any additional purposes expressly
authorized by the other party.

“Third Party Service Provider” means a third

party selected by the receiving party or its Affiliate to
provide services to or for the benefit of the receiving
party, and who is not a Payment Facilitator (eg,
technology service providers, business process
service providers, call center service providers,
outsourcing service providers, consultants and other
external advisors).

3.2 Permitted Disclosures. The disclosing party
agrees (and where required by applicable bank
secrecy or other laws is hereby deemed to
provide a waiver and/or release to ensure) that
the receiving party may use and disclose the
disclosing party’s Confidential Information to
the receiving party’s Affiliates and to its and
their respective Representatives, Payment
Facilitators and any other third party recipients
specified in these Conditions, who require
access to such Confidential Information to
the extent reasonably necessary to fulfil the
relevant Permitted Purposes. The receiving
party shall ensure that any of its Affiliates and
Representatives to whom the disclosing party’s
Confidential Information is disclosed pursuant
to this Condition 3.2 shall be bound to keep
such Confidential Information confidential
and to use it for only the relevant Permitted
Purposes.

i AN OTpMMaHHSA iHdopmaLii BiA HUX aboy
BMNajKax, KONV Take po3KPUTTS 3a IHLLINX
06CTaBVH BMMaraeTbCs 3aCTOCOBYBaHUM
3aKOHOM ab0 HOPMOIO;

(E) ans po3kpuTTH iHpopmaLii ApiniioBaHnM
ocobaM Ta BU3HaYeHVM Heto TpeTiM ocobam
pPO3KP1BaKOYOi CTOPOHY;

(F) y 38'43Ky 3 HagaHHAM baHkom Ta
AdininoBaHnmm ocobamm BaHKy NpoAyKTiB
Ta NoCAyr (BKAOYAYN NigTPUMKY Bi4KPUTTS
paxyHkiB) A¢iniioBaHnM ocobam KiieHTa, i

(G) 3 6yAb-KOO AOAATKOBOI METOH), AIBHUM
UMHOM J03BOJIEHOO iHLLIOK CTOPOHOH.

«IHWWI nocTavyasbHUK NOCAYr» 03HAYAE TPETHO
CTOPOHY, AOLiIbHO 06paHy 0AeP>KYHYOK CTOPOHOD
abo i AdiniioBaHo 0c06010, AN HafAHHS NOCAYT
O4epP>XKYHUili CTOPOHi abo Ha i1 KOPUCTb, i ka He

€ MocTavanbHNUKOM NAATIXKHOT iIHPPACTPYKTYpPW.
Mpuknagn IHWKMX nocTavanbHUKIB NOCAyr
BKJIFOHYAIOTh MOCTaYaNbHNKIB TEXHIYHNX MOCAYT,
nocnyr 6isHec-npoLecy Ta NocTavyanbHUKIB Nocayr
KONN-LIeHTPY Ta MOCTavasibHUKIB ay TCOPCUHTOBUX
NOC/YT, KOHCY/IbTAHTIB Ta 30BHILLHIX eKcnepTiB

3.2 Bwnaakuv 403BOJIEHOro PO3KPUTTA.
Po3KkpurBatoya CTOPOHa NOroAXKYETLCA B TOMY
Lo (a y BUNagKax, Koam Le BUMaraeTbCs
3aCTOCOBYBaHVIMUM 3aKOHaMM NPo 6aHKIBCbKY
TAEMHUNLEO ab0 IHLLIMMW 3aCTOCOBYBAHNMM

3aKOHaMWU, Take MOrofKeHHs He MoTPeBYETLCS).

Ogpep>xytoya CTOpOHa MOXe PO3KPUTU
KoHdigeHUiriHYy iHPopMaL,ito po3KkpmBatoyoi
cTopoHu AdinirioBaHM ocobam ogep>Kyrouoi
CTOPOHW, Ta YNOBHOBaXxeHUM [peAcTaBHMKaM
ofepXyro4oi ctopoHn. Ocobam Lo cnpusoTb
naatexam, a TakoX 6yAb-SK1UM iHLLIM ocobam,
BM3HAYeHMM B LiX YMOBaX, Y AK1X € noTpeba
3HaTW Taky KoHigeHuUinHy iHdopmaLito,
OZIHaK TiNbKK B 06csArax, HeobXigHWX ANns
BNKOHaHHSA [lo3BoNeHMX Liner. Ogepxytoya
CropoHa rapaHTye 3abe3neumnTu, Lo byAb-XTO
31T AdiniioBaHmx 0cCib Ta MNpeacTaBHUKIB, AKUM
KoHdigeHuiriHa iHdopmaLis Po3kprBatoyoi
CTOpOHW pO3KpUTa BIAMOBIAHO A0 LbOro
nyHKTY 3.2. 6yayTh 3060B'A3aHi 3abe3nevyBaTu
T KOHOIAeHUIVHICTb Ta BUKOPUCTOBYBATK i
nnwe ans BiANoBiAHWX [03BONEHUX Lieln.
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3.3 Legal and Regulatory Disclosures. The
disclosing party agrees (and where required
by applicable bank secrecy or other laws is
hereby deemed to provide a waiver and/or
release to ensure) that the receiving party (and,
where the Bank is the receiving party, Bank
Recipients and Payment Facilitators) may
disclose the disclosing party’s Confidential
Information pursuant to: (i) legal process;
(i) any other domestic or foreign legal and/or
regulatory permission, obligation or request;
(iii) agreement entered into by any of them
and any domestic or foreign governmental
authority; or (iv) between or among any two
or more domestic or foreign governmental
authorities, including disclosure to courts,
tribunals, and/or legal, regulatory, tax and other
governmental authorities.

4. Retention Period

Each of the Customer and Bank Recipients may
retain, use, and as applicable Process, the other
party’s Confidential Information for the period of
time reasonably necessary for the relevant Permitted
Purposes. On termination of the provision of the
Services (including closure of accounts), each

of the Customer and Bank Recipients shall be
entitled to retain, use, and as applicable Process,
the other party’s Confidential Information for legal,
regulatory, audit and internal compliance purposes
and in accordance with their internal records
management policies, to the extent that this is
permissible under applicable laws and regulations,
and otherwise in accordance with these Conditions,
but shall otherwise securely destroy or delete such
Confidential Information.

3.3 HpugnyHe Ta HOpMaTBHE PO3KPUTTA.
Po3kpuBatoua CTOPOHa MOrOAXYETLCA B TOMY,
o (ay BMnagKkax, Koau Le BMMaraetbCs
3aCTOCOBYBAHMMW 3aKOHaMM Mpo 6aHKiBCbKY
TAEMHWLIO ab0 IHLIMMY 3aCTOCOBYBaHUMM
3aKOHaMW, Take MOro/XKEeHHS He
noTpebyeTbCA).04ep>XKyro4a CTOpoHa (i y
BUNagKax, Konu baHk € ogepXyrouoro
cTopoHoto Ogep>KyBayi 6aHky Ta Ocobu,

LLLO CAPUAIOTE N1aTexaM) MoXe PO3KpUTH
KoHoigeHuiriHy iHdopMmaLito, AKLLO Lie
BUIMaraeTbcs BignosigHo go: (I) cysosoro
npouecy; (II) 6yab-AKOro iHWOoro iHO3eMHoro
a60 BHYTPILLIHbOAEP>XKAaBHOIO OPUANYHOIO Ta/
a60 HOpMaTVBHOIO 3060B'A3aHHSA UM BUMOT U,
(III) yroam, yknageHoi Mix 6yAb-KUM 3 HAX

i ByAb-AKMM Aep>XaBHNM OpraHoM Biaau,
BHYTPILUHLOAEPXAaBHUM UM iIHO3EMHUM,

(IV) abo mix byab-aKnmu gsoma abo 6inbLue
BHYTPIiLLHbOAEPXABHVMW 260 iHO3EMHUMU
opraHamu BAaju, BKJIlOHaKUM pO3KPUTTS
cyfam, TpmbyHanam Ta/abo rpugnyHuMm,
perynrryM, NoAaTKOBMM Ta fepXaBHUM
opraHam Bnagu.
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$81Ns0|2sIq pazioyiny

MNepiop 36epiraHHA

Ko>xxeH KnieHT Ta Ofep>xyBay baHKy Mae npaso
36epiraTu, BUKOPUCTOBYBAaTW Ta (Y BiANOBIAHNX
BMNagkax) 06po6aaTn KoHdigeHUinHY
iHpopMaLlito iHLLIOI CTOPOHM MPOTAroM yacy,

AKNI € 06IPYHTOBAHO HEOOXIAHUM AN
JOCSArHEHHS BiANOBIAHNX [03BONEHUX LiiNeN.

Mpuv NpunNUHeHHi HagaHHSA Mocayr (BKaYa4n
3aKpUTTA PaxyHKiB) KOKHOMY KnieHTOBI Ta ycim
OpepxxyBavam baHky HajaeTbCs NpaBo 36epiratu
BMKOPUCTOBYBATW Ta, AKLL0 HeobXigHo O6pobnsTu
KoHdigeHUiHY iHpopMaLiito iHLLIOT CTOPOHM,

, BOTPUMYOUNCE 3aKOHHUX, HOPMAaTUBHWX,
AYANTOPCHKUX Liifieli, BHYTPILLHIX LiNeln, a Takox
AOTPUMYHOUNCE BHYTPILLHBLOI MOMITUKW YIPaBAiHHA
AOKYMEHTOO06IroM B MeXax 03BONEHNX YNHHUM
3aKOHO/AAaBCTBOM, BMKOHYOUM MPY LibOMY
30608B'A3aHHA NepeabayeHi UMMM YMOBaMU 04HakK B
iHWoMy Bunagky KoH}igeHLUinHY iHpopMaLiito cnig
3HULLMTN 860 BUAANUTN.

BHHD21dage poiday)
poliad uonualay
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The Bank will, and will use reasonable endeavors

to ensure that Bank Affiliates and Third Party
Service Providers will, implement reasonable and
appropriate physical, technical and organizational
security measures to protect Customer Confidential
Information that is within its or their custody or
control against unauthorized or unlawful use (or in
the case of Personal Data, unlawful Processing) and
accidental destruction or loss.

Personal Data

6.1 Definitions.

“Data Protection Law” means any and all
applicable data protection and privacy laws and
regulations relating to the Processing of Personal
Data, including any amendments or supplements to
or replacements thereof.

“Data Subject” means a natural person who is
identified, or who can be identified, directly or
indirectly, in particular by reference to an identifier
such as a name, an identification number, location
data, an online identifier or to one or more factors
specific to his or her physical, physiological, genetic,
mental, economic, cultural or social identity, or, if
different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Personal Data” means any information that can be
used, directly or indirectly, alone or in combination
with otherinformation, to identify a Data Subject, or
if different, the meaning given to this term or nearest
equivalent term under Data Protection Law.

“Processing” means any operation or set of
operations which is performed on Personal Data
or on sets of Personal Data, whether or not by
automated means, such as collection, recording,

baHk 3abe3neyyBaTMe i BXUBaTIMe

BiZANOBiAHMX 3aX0A4iB LL06 AdinirioBaHi ocobu

Ta IHWi nocTayanbHMKM Nocayr 3abesneyyBanu
BCTAHOB/IEHHS PO3YMHUX i HANEXHUX Pi3NUHMX,
TeXHiYHMX Ta opraHisaLiiHNX 3axoiB 6e3neku Ans
3axucTy KoHigeHuirHoi iHpopmauii KnieHTa ski
3HaxoAATLCA B MOro po3nopsagkeHHi abo nig horo
KOHTpONEeM, Bij HecaHKLiOHOBaHOi ab0 He3aKoHHOI
O6pobkm(abo y BuUnaaKky HezakoHHOTI O6po6KM
NnepcoHanbHNX AaHNX) Ta BUNAAKOBOIO 3HULLEHHS
uun BTpaTU.

MNepcoHanbHi AaHi
6.1 Bu3sHaueHHs.

«3aKOHOAABCTBO LLLOAO 3aXUCTY AaHNX»

03Ha4ae byab-AKi Ta BCi 3aCTOCOBHi 3aKOHW Ta/

UM HOPMaTMBHO-MPaBOBi aKTW, LLLO CTOCYHOTbCS
06po6KM MepcoHanbHUX AaHnx KnieHTa un
MepcoHanbHMX AaHnX baHky, BKAOYat0un 6yab-AKi
3MiHW, MOMpPaBKK Yx AOMOBHEHHS A0 TakMX 3aKOHIB
4 HOPMaTMBHO-MPaBOBUX aKTiB,

«Cy6'eKT AaHNX» O3HAYaE Pi3nYHY 0CObYy,
ineHTiKoBaHy, abo Taky, L0 MOXe byTun
ineHTVdiKoBaHO NpsMO abo onocepeaKoBaHo,

3 MOCWJIaHHAM Ha TaKi igeHTudikaTopm AK iM's,
ineHTUIKauiiHNY Homep, iIHpopMauito Npo
MicLle3HaXOAXKEHHS, OHNalH ifeHTudikaTopyn abo
Ha oZHy abo Kifibka 03HaK Pi3n4HoI, $pisionorivHoi,
NCUXiIYHOT, FeHETUYHOI, EKOHOMIYHOI, KYNBTYPHOI Ta
coujianbHOI MPUHaeXHOoCTI, abo, y iIHLWNX BUNaakax,
BiAMOBIAHO 4O YMHHOrO 3aKOHOAABCTBA L0400
3aXMCTy AAHUX.

«MepcoHanbHi gaHi» 03HayalTb Byab-AKYy
iHbopMmaU,ito, Lo Moxe 6y TV BUKOPUCTAHA,

npsiMo abo onocepeAKoBaHO, CAMOCTIIHO abo B
KoMbiHauii 3 iHWwot iHbopmauieto ana igeHTUiKauil
Cy6'ekTa gaHux, abo, y iHLIVX BUNaAKaX, SKLLO

iHLe BU3HaUYeHHs JaHe LbOoMy TePMiHOBI abo
Han6AVKYOMY BigNOBIAHOMY TEPMIHOBI 3rigHO 3
YMHHUM 3aKOHOAABCTBOM LLOAO 3aXUCTY AAHUX;

«O6pobKa» 03HauaEe byab-AKy onepawiito abo HU3KY
onepawii, ki BUKOHYOTbCA 3 [TlepcoHanbHUMM
JaHVMK @60 HIN3KO MNepcoHanbHNX AaHnx
aBTOMAaTUYHVMN ab0 HEaBTOMaTUYHUMMN
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organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by
transmission, transfer, dissemination or otherwise
making available, alignment or combination,
restriction, erasure or destruction, or, if different,
the meaning given to this term or nearest equivalent
term under Data Protection Law.

“Security Incident” means an incident whereby
the confidentiality of disclosing party Personal Data
within the receiving party’s custody or control has
been materially compromised in violation of these
Conditions so as to pose a reasonable likelihood of
harm to the Data Subjects involved.

6.2 Compliance with Data Protection Law. In
connection with the provision or receipt and
use of the Services: (i) each party will comply
with Data Protection Law; and (ii) the Customer
confirms that any Personal Data that it provides
to Bank Recipients has been Processed fairly
and lawfully, is accurate and is relevant for the
purposes for which it is being provided.

6.3 Cross-border Personal Data Transfers. The
Customer acknowledges, and where required
by applicable law or regulation agrees, that
in the connection with providing the Services
and otherwise making disclosures pursuant
to Condition 3 (Authorized Disclosures),
Personal Data of Customer Data Subjects
(eg, the Customer’s or its Affiliates’ respective
Representatives and Owners) may be disclosed
and/or transferred to recipients located in
countries other than the country in which
the Bank entity or its branch which provides
the Services is established or the Customer
is located. However, the Bank: (i) requires its
Affiliates and Third Party Service Providers to
protect Personal Data pursuant to Condition
5 (Information Security); and (ii) carries out
cross-border transfers of Personal Data in
accordance with Data Protection Law.

3acobamu, Hanpuknag, 36npaHHs, 3anuc,
opraHisaLisi, CTPYKTypyBaHHs, 36epiraHHs,
ajanTauis abo 3miHa, NOBEPHEHHS, KOHCYNbTaLlis,
BMKOPUCTaHHS, PO3KPUTTSA Yepes nepejayy,
noLumpeHHs abo 3abesneyeHHs 4OCTyNy B

iHLWIMIA cnoci6, peryntoBaHHA abo NOEAHAHHS,
0bMeXeHHS, CTUPaHHSA abo 3HULLEHHS, 360, AKLLIO
iHLLIe BU3HAYeHHS aHe LibOMY TepMiHOBI UK
Haln6MXX4OMY BiZNOBIAHOMY TePMiHOBI BiAMOBIAHO
[0 YAHHOT 0 3aKOHOAABCTBA LLIOAO 3aXUCTY JaHUX;

«IHUnAeHT iHpopMaLiiHOi 6e3nekn» 03Ha4ae
iHUMAEHT, Yepes KA KOHPIAeHUIMHICTb
MepcoHanbHUX AaHNX PO3KPUBAKOYOI CTOPOHM, B
npoueci ix 36epiraHHa abo KOHTPOJIHO OAEPXKYHUOHD
CTOPOHOLO, Byna CyTTEBO NOpYyLUEHA A0 BUHUKHEHHS
06r'PYHTOBAHOIO PU3MKY 3aMOAiIIHHSA LLKOAN
Cy6'ekTaM NepcoHaNnbHUX AaHWX;

6.2 [loTpyMaHHA 3aKOHOAABCTBA LLLOAO0 3aXUCTY
AaHUX. Y 3B'A3KY 3 HaJaHHSIM ab0 OTPUMaHHAM
Ta BUKOPUCTaHHAM Mocnyr: (i) KOXXKHa CTOpPOHa
AOTPVMYyBaTMMeETbCA 3aKOHOaBCTBA LWOAO
3aXMCTy AaHuX Ta (ii) KnieHT niaTBepaXyeE,
Lo 6yab-sKi MepcoHanbHi AaHi, AKi BiH Hagae
OgpepxxyBayam baHky, 6ynn o6pobneHi
HaNeXHUM YAHOM i 3aKOHHO Ta € TOYHUMW i
BiZAMNOBIAAOTb LiNAM IXHBOI0 HaZaHHS.

6.3 TpaHckopgoHHa nepepgaya lNepcoHanbHUX
AaHuX. KNieHT BU3HaE Ta (y TUX BUNaAKax, Konm
Lie BMMaraeTbCsl 3aCTOCOBYBaHNM 3aKOHOM
ab0 HOPMOHO) MOTOAXYETLCS, LU0 Y 3B'A3KY 3
HagaHHAM Mocayr Ta 3 iHWWM PO3KPUTTAM
BiAMOBIAHO A0 NYHKTY 3 (Bunagkn 403BONEHOrO
po3kpuTTA) MNepcoHanbHi gaHi Cy6'ekTiB AaHWX
KnieHTa (Hanpuknag, BignosigHi MpeacTaBHUKN
un BnacHukn AdiniioBaHmnx oci6) MOXyTb
6yTLV po3KpUTi Ta/abo NepeaaHi ogep>KyBavam,
SIKi 3HaXOAATLCA Y KpaiHaX, ki He € KpaiHow,

B SKili 3aCHOBaHWI baHk abo noro ¢inis, Lo
Hagae Mocnyru, abo B 5iKiA 3HaX0ANTHCS
KnieHT. MNpoTe BaHK (i) BMMarae Big, cBoix
AdininoBaHmMx oci6 i IHLWMX NocTayanbHUKIB
NOCAYT 3AiCHEHHS 3aX1CTY MNepcoHanbHNX
AaHunX BigNoBiAHO A0 NYHKTY 5 (IHpopmaLiriHa
6e3neka) Ta (ii) 34iiCHIOE TPAHCKOPAOHHY
nepezavy MepcoHanbHUX JaHWX Bi4MOBIAHO A0
3aKOHOAABCTBA LLIOJ0 3aXUCTY JaHWX.
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6.4

6.5

Legal Basis for Processing Personal Data.
To the extent that the Bank Processes Personal
Data of Customer Data Subjects, the Customer
warrants that it has, if and to the extent required
by Data Protection Law, provided notice to and
obtained valid consent from such Data Subjects
in relation to the Bank’s Processing of their
Personal Data as described in these Conditions,
and in any applicable Bank Privacy Statement or
other privacy disclosure(s) accessible at
https://www.citigroup.com/global/
disclosures/services/treasury-and-trade-
solutions-privacy-statements (or such other
URL or statement as the Bank may notify

to the Customer from time to time). If the
Customer is itself a Data Subject, the Customer
warrants that if and to the extent required

by Data Protection Law: (a) it has received

the privacy disclosure(s) referenced in the
preceding sentence; and (b) it consents to such
Processing.

Security Incidents.

(A) If the Bank becomes aware of a Security
Incident, the Bank will investigate and
remediate the effects of the Security Incident
in accordance with its internal policies and
procedures and the requirements of applicable
laws and regulations. The Bank will notify the
Customer of a Security Incident as soon as
reasonably practicable after the Bank becomes
aware of it, unless the Bank is subjectto a

legal or regulatory constraint, or if it would
compromise the Bank’s investigation.

(B) Each party is responsible for making any
notifications to regulators and Data Subjects
concerning a Security Incident that it is
required to make under Data Protection Law.
Each party will provide reasonable information
and assistance to the other party to the extent
necessary to help the other party to meet its
obligations to regulators and Data Subjects.

6.4

6.5

KO puanyHi niactaBu ana O6po6Kn
rnepcoHasibHMX AaHuUX. [Jo TOro yacy rnokuy baHk
O6pobnse MNepcoHanbHi gaHi KnieHTa npo iHWmnX
Cy6'ekTiB faHNX (Hanpuknag, nepcoHan KnieHTta
uu NoB'A3aHMX CTOPIH), KNiEHT rapaHTye, Lo

B MexaXx, HeobXiHWX BignoBigHO A0 YMHHOIO
3aKoHOAaBCTBa, KNieHT NoBiAOMKB Ta OTprIMaB
3roay Big Cy6'exTiB TakMx aHnX Ha O6pobKy
BaHKOM TXHiX MNepcoHanbHVX AaHWX, 3rigHO LX
YMOB Ta B byaAb-AKili 3acTOCOBYBaHili 3asBi baHky
MpPO TAEMHULO AaHNX ab0 B iHLLIMX BiAOMOCTAX
LLIO/I0 TAEMHWLi AlAaHWX, SIKi MOYKHA 3HAUTW Ha
https://www.citigroup.com/global/disclosures/
services/treasury-and-trade-solutions-privacy-
statements (abo 3a Takoto iHwoto URL um Taky
iHLY 3asBY, Npo AKy BaHK MOXe yac Bij Yacy
rnosigoMuT KnieHTy). Ao KnieHT cam €
Cy6'ekTOM AaHMX, TO KNEHT rapaHTye, Lo, AKLLO
Vi [0 TiEl MipW, A0 AKOI Lie BUMaraeTbCsi 3aKOHOM
Mpo 3aXUCT AaHWX, BiH (a) OTp1MaB BiJOMOCTI
Mpo TAEMHULLIO AaHUX, 3ragaHi y nonepeaHbOMy
peyeHHi, Ta (b) 3rogeH 3 Takoto O6po6KOHO.

IHUnAeHTM iHpopMaLiliHOT 6e3neKkn.

(A) SIkLLLo BaHKy CTaE BiJOMO Npo byAb-sKNiA
IHUmaeHT iHpopMaLiriHOl 6e3nekn, baHk
NOBMHEH NPOBECTN PO3CAiAYBaHHA Ta YCYHYTH
Hacnigky Takoro IHumaeHTy iHpopmauiiHoi
6e3neku BiANOBIAHO A0 BHYTPILUHIX MONITUKMN
Ta npoueAayp i BAMOT YNHHOIO 3aKOHOAAaBCTBA.
BbaHk noBuHeH nosigomuTn KnieHTa npo
6yAb-aKni IHUMAeHT iHGopMaLiiHoi 6e3nekn
Yy HaKOpOTLLi, 06r'PYHTOBAHO MOX/INBI

CTpOKM Mnicnsa Toro, ik baHky cTaHe Bigomo

npo IHunaeHT iHpopMaLiriHoi 6e3neku, 3a
YMOBW, WO baHK He Nignsrae 3akoHo4aBYOMY
0B6MeXeHHH0 i Lie He NOCTaBUTb PO3CAifyBaHHS
BaHKy nig 3arposy.

(B) CTOpOHM NOroAXyoThCs, LWo Mo
BifHOLLEHH!}O JoIHUMAEHTY iHpOopMaLLiiHOI
6e3nekun, KoXKHa CTopoHa byze 3060B'3aHa
NOBIAOMANATI peryatoo4mMmM opraHam Ta
di3nyHMM ocobam, SKLLO Le BUMaraeTbcs
BiZMOBIAHO 0 YNHHOIO 3aKOHOaBCTBa NPoO
3aXUCT faHnX. KoXHa cTopoHa NoBMHHA
HajaBaTW HanexHy iHpopMalLiito Ta Jonomory
iHLWiVi CTOpOHI B Tili Mipi, B SIKilA Le HeobXxigHo,
06 KOXHa CTOPOHa 3MOr/1a BUKOHATK

cBOi 060B'a3kM Nepeg Cyb'ekTamum faHKX Ta
perynroryMmn opraHamu.
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(C) Neither party will issue press or media
statements or comments in connection with
any Security Incident that name the other party
unless it has obtained the other party’s prior
written permission.
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(C) XogHa cTopoHa He MOBUHHAa PO6UTK
3asBW YM AaBaTy KOMeHTapi B Npeci Ta megia
CTOCOBHO IHUMAeHTY iHpopMaLiliHoi 6e3nekn,
Jle 3raflyeTbCs iHLIa CTOPOHA, AKLLO Ha Le He
OTPMMaHO NNCbMOBY 3roAy iHLLIOI CTOPOHMU.
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